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Cybersecurity to Protect Trade Secrets
Thoughtful cybersecurity practices
protect information from hackers as
well as trade secrets from theft by
departing employees and
competitors. In light of the
cybersecurity threat to businesses
of all sizes, businesses should
develop their cybersecurity plans
with protection of trade secrets in
mind.
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Under most trade secret laws,
businesses must prove that their
trade secrets are valuable and subject to “reasonable”
protections. Today, most business information is stored
electronically. Similar strategies may be used to protect
information from hackers and to protect trade secrets from theft
by departing employees.

Identify. Businesses should identify and understand where
their trade secrets are kept and determine what protections and
retention policies are applicable. This may include informing
employees about what the business considers trade secret so
that employees know what information should be treated with
increased confidentiality.

Protect. Computer and network access restrictions, strongpassword policies, firewalls, and other network security should
all be considered to protect trade secrets from outsiders as well
as prohibit access by employees that do not need access. And
in addition to basic cybersecurity training for employees
focusing on the dangers of email, phishing, and malware,
employees may also receive training on policies applicable to
trade secrets, including how trade secrets should be handled on
phones, USB drives, and other mobile devices, and when trade
secrets can be printed and how to securely store them in
physical form.
Detect. Systems may be implemented to detect breaches when
they happen, which may include systems to detect threats from
within, such as network monitoring and computer logs to
determine when trade secrets were accessed and by whom.
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Respond & Recover. Determining
how to respond to cyberbreach or
trade-secret theft in the wake of an
incident is not ideal. “Incident
response plans” should be in place
before any cybersecurity breach
occurs, and similar plans are
appropriate for trade-secret
misappropriation. Upon departure
of an employee, access to trade
secrets should be immediately
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revoked, all company devices
collected, and company information
removed from personal devices. Circumstances surrounding
departing employees may help determine whether to archive
employee email and preserve relevant access logs. If
employees are suspected of misappropriating trade secrets, a
response plan helps to efficiently investigate the matter and
determine whether court intervention is necessary. The plan
may include the collection of relevant computer logs for
investigation and possible use in court, contact information for
forensic experts to help with investigation, and procedures to
contact the rouge employee or to prepare for court
intervention. While a response plan may not be absolutely
necessary for protection of trade secrets, it can help make
responding to trade secret theft easier.

Ideally, determining how to protect trade secrets should be
done long before court intervention becomes necessary and
may be considered in connection with cybersecurity efforts.
What constitutes “reasonable” protection varies by business
and depends on the nature of the trade secrets. So, there is
no single checklist of protections that is applicable in all
situations, and in-house counsel or an outside attorney may
be consulted.

Mr. Braithwaite and Mr. Hottinger are shareholders at the law
firm of Maschoff Brennan where they litigate intellectual
property, trade secret, and security issues. Mr. Braithwaite is
also a Certified Information Privacy Professional (CIPP/US) by
the International Association of Privacy Professionals. Contact
Mr. Hottinger at 949-202-1900 or visit www.mabr.com.

